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SUMMARY
Internet of Things (IoT) in today’s smart environments has many applications in gerontology, health care,
transportation, and smart cities. Many challenges still exist in developing IoT-based smart environments.
Dynamic generation of action strategies based on multiple IoT object’s input is one of the major challenges.
In this paper, stochastic Petri nets and game theory are combined to create stochastic game nets (SGNs) for
IoT-based smart environment where each IoT device acts as a player with predeﬁned place and action sets.
Complete SGN will be created dynamically using individual sensor SGNs which will make IoT-based smart
environments highly interoperable and scalable. Proposed model is used to predict activities performed by
two-single person in their respective home with more than 70 sensors. Simulation results show suitability
of proposed model in smart environments. Proposed model is tested for smart homes, but it can be used
in any IoT-based smart environment. Copyright © 2016 John Wiley & Sons, Ltd.
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1. INTRODUCTION
Cloud computing has emerged as an important paradigm in current cyberspace environment. Most of the
reputed organizations such as Microsoft, Google, and IBM are highly investing in cloud computing
infrastructure and applications development. Cloud computing has become a vital link in the emergence
of new technologies that requires high and varying IT resources demand. Increase in number of smart
devices (smart phones, smart sensors, and so on) and advances in mobile cloud computing unlocked
many research areas for real-time data analysis and decision-making. Because of virtually inﬁnite
number of resources provided by cloud computing, it has become possible to analyze real-time data of
trillions of sensors deployed across cities. Multiple cities will involve millions of smart devices
connected to each other and generate huge amount of data in real time, which gave rise to new
paradigm known as Internet of Things (IoT). IoT has become a tempting technology in today’s smart
information environment. In 1998, Kevin Ashton mentioned IoT ﬁrst time in his presentation related to
future of sensors [1]. In 2005, a formal deﬁnition of IoT was introduced by the International
Telecommunication Unit in its report [2]. In 2005, cloud computing technologies were still in its early
stages, and traditional IT environments were not able to meet resource demand of proposed IoT
technology. But with successful implementation of cloud computing, IoT becomes a highlighted
research area that combines multiple technologies such as sensor networks, big data analytics, and cloud
computing [3]. IoT is a connection of digital devices (also known as smart devices or IoT objects) to the
*Correspondence to: Rajinder Sandhu, Department of Computer Science and Engineering, Guru Nanak Dev University,
Regional Campus Gurdaspur, Punjab, India.
†
E-mail: rajsandhu1989@gmail.com
Copyright © 2016 John Wiley & Sons, Ltd.

R. SANDHU AND S. K. SOOD

Internet so that they can sense environments, formulate results, and communicate effectively to humans or
to other digital devices [3–5]. IoT has many application areas such as healthcare services [6], emergency
services [5], manufacturing [7], industry [8], urban planning, and many more.
By combining the IoT vision with cloud computing, smart environments can be developed, which
can consist of millions of nodes at multiple end terminals such as homes, hospitals, supermarkets,
and other terminals. Millions of smart devices employed in different end terminals can sense very
large number of attributes simultaneously. Concurrent accessing of large amount of attributes will
lead to more reliable and accurate decision-making in smart environments. But, such a complex
system should have three key characteristics for effective decision-making: (1) Quick diagnosis of
smart environment when any sensor creates an alert. (2) Creation of strategies to be adopted in real
time. (3) Learning new strategies with time based on user’s activities. Combination of stochastic
Petri nets (SPNs) and game theory will be promising in formulating optimal solutions for previously
said smart environments.
Stochastic Petri nets are model-based stochastic networks, which are used to model dynamic
behavior of any complex system [9]. SPNs are dynamic in nature because they use probabilistic
models deﬁned by the theory of Petri nets. SPNs are capable of studying multiple attributes of a
complex system such as performance, reliability, and security. Stochastic reward nets are
generalized form of SPNs by associating reward for each transition performed in SPN [9]. Total
reward generated can be used to derive complex decisions for any system. Stochastic game theory
(SGT) has been extensively used for studying network security [10]. A two-player game is modeled
by most of the researchers for computing best case response strategies (also known as Nash
equilibrium) depending upon strategies played by attacker and network administrator [11, 12].
However, four key challenges of SGT prevent its successful implementation in the ﬁeld of IoT: (1)
SGT does not have modeling power to model games with large number of players and mixed
strategies being played. (2) Large number of state transitions in IoT environment makes it
impossible to study dynamic behavior of the system for calculating the Nash equilibrium. (3) In
SGT systems, models are developed for all scenarios including many unrelated scenarios. Proposed
system should model and study subset of scenarios which are important to ﬁnal decisions so that
available resources are effectively utilized. Removing unrelated scenarios are nearly impossible in
SGT. (4) In IoT-based systems, a set of priorities should be used for all devices. Using SGT, it is
not possible to provide different priorities to all the players. SGT when combined with SPNs can
solve all of earlier stated challenges by creating stochastic game nets (SGNs).
Developing smart environments using SGN provide three main beneﬁts over traditional methods:
(1) SGNs provide effective structuring mechanism for smart environments using Petri networks.
This provides better analysis of relationships, performance, and reliability with minimal ambiguity.
(2) SGN will make smart environments as n-player game with each IoT device acting as an
individual player with ﬁnite set of actions. In SGN, only triggered or required sensor will be used to
create dynamic n-player game. So, SGN provides appropriate method to represent available
strategies and payoffs for whole system as well as to each IoT device. (3) SGN allows the system to
take decisions using multiple attributes in a timely and effective manner. Moreover, SGN in smart
environments will provide deeper understanding of scenarios, strategies, integration of IoT devices,
and calculation of best response strategy (also known as Nash equilibrium).
The motivation of the paper is the development of methods of effective decision-making in smart
environments combining SPNs and game theory. Major novel contributions of the proposed work in
this paper are as follows:
• Modeling smart environments on the basis of n-player game theory where each IoT device deployed in the house acts as an individual player. Each device has payoffs associated with its each
action performed.
• A novel framework using SPNs is used to analyze and model the n-player game for IoT devices.
• Mathematical foundation has been developed for using SGNs in IoT-based smart environments.
• Testing proposed methodology in a smart home environment using multiple sensors.
To the best of our knowledge, this is ﬁrst attempt to use game theory and SPNs for decision-making
in complex IoT-based environments.
Copyright © 2016 John Wiley & Sons, Ltd.
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Rest of paper is structured as follows. Section 2 provides some related work for cloud computing in
IoT and use of game theory in IoT domains. Section 3 provides methodology and theoretical
foundation for the concepts used in this paper. Section 4 evaluates the proposed model using a use
case of smart home containing multiple sensors. Section 5 provides experimental results and
discussion of proposed model. Section 6 concludes the paper.

2. RELATED WORK
Deﬁnitions and applications of concepts used in proposed model are discussed in Section 1. However,
this section provides some of the notable contributions of these concepts in the published literature.
2.1. Cloud computing for smart environments
Relation of cloud computing and IoT is studied and mentioned by many researchers. IoT environments
require cloud computing to process very large amount of data collected in real time from millions of
sensors nodes. However, research on different smart application development areas using cloud
computing and IoT together has been found extensively in literature. Important application research
using IoT technologies over cloud computing is land resource supervision [13], water risk
management [14], physical human security [15], smart chemical industry [16], smart environment
monitoring [17], smart parking lot [18], smart trafﬁc management [19], smart home [20], [21],
assembly modeling system [22], smart manufacturing system [23], smart healthcare [24], and smart
agriculture [25–27].
Apart from application perspective, development of architectures for integration of cloud computing
with IoT environment is studied by many researchers. Integration frameworks were proposed which
positively highlighted the need of cloud computing in IoT environments [28–34]. In 2015, Renner
et al. [35] discussed the challenge of transferring IoT data to cloud computing for processing. They
proposed to use resource power of smart device also to pre-process the data before sending it to
cloud. In 2015, Dai et al. [36] provided a security framework for cloud computing in IoT
environments. They created a trusted execution environment for cloud end computing security for
IoT devices. In 2015, Shaoling et al. [37] developed an ant colony-based energy consumption model
for cloud computing environment using IoT devices. In 2015, Villari et al. [38] suggested that
lifecycle management of sensors is very important for any IoT-based smart environment. Sensors
should connect to cloud automatically and securely. They performed a self-identiﬁcation process
which securely auto-conﬁgure sensors with cloud. In 2015, Botta et al. [29] surveyed different
architectural and application scenarios of cloud computing and IoT. They proposed a new name
‘CloudIoT’ for IoT platforms using cloud computing. In 2015, Amato et al. [39] analyzed the need
and importance of big data in IoT environments using cloud computing. They argued that IoT
environments will generate very large amount of data which need to store, manage, and analyze for
which big data analytics are necessary. In 2014, Li et al. [40] used stochastic bag of task-based
scheduling for achieving energy efﬁciency in heterogeneous computing systems. In 2014, Mei et al.
[41] proposed an algorithm which reduces the duplication of resources for critical tasks. Their
algorithm provides better resource scheduling in cloud with less number of redundant tasks. In
2014, Kang et al. [42] designed a smart storage system in cloud computing for IoT environments.
This storage system consists of four layers and provided better scalability. Similarly, Jiang et al.
[43] proposed a storage framework for IoT systems developed on cloud computing. Their system
was compatible to handle structured and unstructured data using Hadoop ﬁle system and initial
assessment proved its effectiveness.
2.2. Game theory for Internet of Things
In 2010, Da-wei and Geng [44] used repeated game theory-based secret sharing in an IoT environment
by providing appropriate payoffs of sharing the secret to each node. In 2011, Hu et al. [45] found a
Nash equilibrium using non-cooperative game theory between network resource biding and
creditability of nodes in IoT environment. In 2011, Tang et al. [46] proposed an energy-efﬁcient
Copyright © 2016 John Wiley & Sons, Ltd.
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scheduling algorithm to schedule task on grid using stochastic methodology. In 2012, Liu et al. [47]
proposed game theory for detecting malicious nodes in an organizational dominant IoT network. In
2013, Ding et al. [12] developed a non-cooperative game strategy for identifying the internal attacks
in a sensor network of IoT environment. In 2013, Lan et al. [48] used Stackelberg game model for
negotiation between pricing and resource allocation in heterogeneous IoT networks. In 2013, Wang
et al. [49] provided secure data fusion based on game theory. In 2014, Li et al. [40] used stochastic
bag of task-based scheduling for achieving energy efﬁciency in heterogeneous computing systems.
In 2014, Fuhong et al. [50] argued that energy consumption and bandwidth used are two inversely
proportional attributes of any IoT device so a trade-off should be maintained. They used the concept
of game theory to calculate a Nash equilibrium so that effective allocation policies can be
implemented. In 2014, Zuo [51] used repeated game theory to detect intruder in IoT-based smart
environments. In 2014, Liu et al. [52] developed a framework for congestion control in multilayer
data transmission for IoT environments. They designed a two-step game model for balancing
cooperation of nodes and price of information provided by them. In 2015, Kumar et al. [11]
evaluated the performance of Bayesian coalition game for network of IoT devices interconnected to
each other. They used the concepts of game theory and learning automata to formulate different
strategies and their payoffs. In 2014, Li et al. [53] proposed to form a game for scheduling linear
deteriorating jobs where players are job owner and machines are strategies. Results indicated the
effectiveness of proposed game theory-based scheduling. In 2015, Liu et al. [54] demonstrated the
use of game theory for making cloud service reservations in any cloud computing environment.
In 2012, Lv and Zhang [55] studied the proﬁt distributions among operators in IoT environment
using game theory. In 2012, Lv et al. [56] discussed the competition and cooperation between
participants in any industrial supply chain management based on game theory. In 2013, Li et al.
[57] discussed the pricing scenario of IoT environment with three stakeholders, which are consumer,
intermediates, and information provider. They selected the pricing of stakeholders based on a
Stackelberg game by optimizing strategies for intermediates and information providers. In 2013,
Zhang [58] used evolutionary game theory and multi-agent simulation to ﬁnd Nash equilibrium for
operators and system integrators cooperation with each other in an IoT environment. In 2014, Qi
and Bi [59] argued that there is insufﬁcient relationship between consumer and core business for
green supply chain management. They derived an evolutionary game strategy to ﬁnd a stable state
between both parties so that appropriate actions can be taken to manage green supply chain effectively.

3. METHODOLOGY AND THEORETICAL FOUNDATIONS
Several methods were proposed in many relevant literatures to derive effective decisions from any IoTbased environments. Proposed work uses combination of SPNs and game theory to model and
efﬁciently make decision in any IoT-based smart environment. Figure 1 shows the ﬂow of proposed
framework for making any decision in any smart environment. Each sensor has a stored SGN. Every
time a sensor is triggered, its SGN is combined to form a complete SGN. Based on complete SGN
created and game theory, ﬁnal decision will be taken. Final decision will be communicated back to
sensors or concerned user as required by the application.
In proposed methodology, each IoT device is considered as a player in n-player game scenario. Each
IoT device has certain set of actions to perform, and payoff is associated with each action. The set of
actions by IoT devices can be combined in a graph to form a perfect information extensive form game.
Payoffs can be calculated using rewards at each state of every IoT device. Any IoT-based smart
environment can be represented as perfect information-based extensive form game because of two
main reasons: (1) Time at which any IoT device is triggered can be easily stored to form a sequence
of events. IoT device can be periodic based, trigger based, or both. In every type of IoT device, case
sequence, and time are associated with the performed action. (2) Decision-making block will have
information about output and current state of all IoT devices, so it is a perfect information game.
Stochastic Petri nets consist of a bipartite graph with places and transitions. Directed arcs connect
places to the transitions and vice versa. Input arc connects place to transition, and output arc
connects transition to place as shown in Figure 2.
Copyright © 2016 John Wiley & Sons, Ltd.
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Figure 1. Flow of proposed model.

Figure 2. Simple stochastic Petri nets graph.

Tokens are associated with places in SPN network. Firing of token takes place from one place to
another after fulﬁllment of certain condition present in transition. Marking is carried out to know
number of tokens present in any place, and it is represented as #(P1). #(P1) shows the cardinality of
tokens present at place P1. Guard function is used in every transition. It evaluates the ﬁring of
tokens from one place to another. Token will be ﬁred only if guard function is true in the transition.
Stochastic game net created by combining game theory with SPN is used to model the graph of
proposed perfect information extensive form game for any IoT environment. Next sections describe
the theoretical foundations for the proposed methodology.
3.1. Stochastic game nets for Internet of Things-based environment
Deﬁnition 1
Any IoT device (termed as a player in rest of paper) based smart environment can be modeled to form a
SGN with eight tuples which are
SGN ¼ fN; A; P; Z; T; π; ℝ; U g
where,
• N = (1, 2, 3 … … n) is set of IoT devices connected into a smart environment.
Copyright © 2016 John Wiley & Sons, Ltd.
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• A is single set of actions available to smart environment. System will choose one of the actions
based on calculated payoffs.
• P = (1, 2, … … m) is a ﬁnite set of places each IoT device has in its graph.
• Z is set of terminal places such that Z ∩ P = ∅.
• T = T1 ⋃ T2 ⋃ … ….. ⋃ Tk denotes ﬁnite set of transitions available for all IoT devices and Tk represents the set of transitions for the kth device.
• π : Tk→ [0, 1] denotes the probability
of choosing any transition from all available transitions and
 
π T k1 þ π T k2 þ …: þ π T kn ¼ 1.
• ℝ : T → (r1, r2, … ….., rN) denotes the reward rate associated with each transition taken by each
IoT device.
• U = (u1, u2, … ….., uN) denotes the utility function of each IoT device.
In the representation stated earlier of any smart environment using SGN, a token t placed in place p
represents current state of that IoT device. Also, each token t in place p ∈ P of any IoT device will have
a reward vector associated with it. Reward vector for IoT devices can be represented as
r p ðt Þ ¼

n

r 1p ðt Þ; r2p ðt Þ; ……: r kp ðt Þ

o

where rkp ðt Þ is the reward of player k at place p for the token t. Each IoT device will also generate certain
rewards


Rðt Þ ¼ R1 ðt Þ; R2 ðt Þ; ……:; RN ðt Þ
where Rk(t) is the reward of kth IoT device which will be recorded in token t using rp(t). A transition
t ∈ T at any place p ∈ P will be enabled only if state p has any token in it and it will be represented
using marking as M(p) ≠ ∅.
Deﬁnition 2 Action set and place set of any Internet of Things device
Let Tk and Pk represent the action set and place set of player k, respectively. Then, place set of IoT device k can be represented by union of all actions that IoT device can take from any state p ∈ P which can
be represented as
Pk ¼

[

pkt ;

t∈T k

where pkt is the action t taken by player k at place p. Similarly, action set can be represented as
Tk ¼

[

t kp :

p∈Pk

Deﬁnition 3 Strategy and strategy set of Internet of Things devices
Strategies are the set of actions that any IoT device will or can take during its functioning. Strategies
are called mixed strategies when there is certain probability associated with selection of each strategy.
Let Sk be a mixed strategy of kth IoT device. Then,
    
 
Sk ¼ π t k1 ; π t k2 ; ……:; π t kw
 
where π t k1 is the probability of choosing action t1 for IoT device k and w is the total number of actions
available that is w = |Tk|. Now, if current place of token is associated with the strategies, then total
mixed strategies can be represented as

Sk ¼ π t kp1 i1 ; …:; π t kp1
Copyright © 2016 John Wiley & Sons, Ltd.
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where π t kp1 i1 is the probability of strategy i1 to be played at place p1 by IoT device k. Strategy set of
whole game with N players will be S = (S1, S2, … …., SN) where S1 is the strategies of ﬁrst IoT device.
3.2. Corollary 3.1: probability of all choices
Sum of probabilities of all choices available at any node p ∈ P will be one which can be represented as

∑ π t kp; i ¼ 1

t i ∈tkp

3.3. Corollary 3.1: Terminal nodes
At the terminal nodes, action set of every IoT device will be empty, and ﬁnal payoff will be calculated.
So, for kth IoT device, any terminal node z ∈ Z will have empty action set represented as ∅kz . Utility
function Uk(Rk(t), p0) of kth IoT device starting from initial node p0 will be reduced to Uk(Rk(t)) at
terminal node and will result in calculation of ﬁnal payoff.
Deﬁnition 4 Reward calculation
 
Reward received by kth IoT device at any place p can be calculated as Rk ðpw Þ ¼ ∑ rkp ðoi Þ þ ∑ rk t j
oi ∈O

tj ∈T w

where O is the token set at the place p at time instant w, Tw is the total number of tokens passed within
the time span w. To ﬁnish game in ﬁnite time, a discounted factor Δ ∈ [0, 1] is also added.
Every SGN of IoT device has levels to reach its terminal node. At any timestamp w, reward will be
only calculated for the levels which token has completed. So, when playing any strategy s and token
has completed m levels of SGN, then its reward will be calculated using utility function of only m
levels. Expected utility of IoT device k from current time w can be calculated as


U kw ðπ; pw Þ ¼ E Rk ðpw Þ þ ΔRk ðpwþ1 Þ þ Δ2 Rk ðpwþ2 Þ þ …… :: þ Δm Rk ðpwþm Þ
m


¼ E ∑ Δm Rk pwþnÞ
n¼0

Expectation operator E calculated the mean of probability used for selecting the transitions in SGN.
So, if any IoT device k choose to play an action with probability, π k(pw + n) will receive the reward as
Rk(pw + n). Reward at any place p can also be calculated using the probabilities as
R k ðp Þ ¼

∑

t1 ∈T 1 … ::tn ∈T n

 1 1 2 2


π p; t ; π p; t ; … ::π n ðp; t n Þr k p; t 1 ; … ::; t n

where rk(p; t1, …., tn) is the reward received by the player k at place p if player chooses certain set of
transitions from ti, i = 1, 2, … …, N.
3.4. Dynamic stochastic game net
When any IoT device senses some critical data such as door bell or ﬁre in any smart home
environment, it will generate a trigger. After any appropriate trigger, either creation of dynamic
SGN will be started or SGN of new triggered device will be added to the dynamic complete SGN.
Sometimes one IoT device can demand the value of another IoT device based on desired problem in
hand. This section will discuss the theoretical foundation of constructing dynamic SGNs based on
perfect information for multiple IoT devices in any smart environment.
Deﬁnition 5 Formal deﬁnition of stochastic game net with perfect information
A multilevel SGN of N = {1, 2, ….., n} IoT devices with perfect information is a tree-based
graph G = (V, F) for which
• V is the set of vertices of SGN G and F is set of edges which maps vertices to their next direct
successors. If Fv = ∅ for any v ∈ V, then v is the terminal node.
Copyright © 2016 John Wiley & Sons, Ltd.
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• There is partition of vertex set V into (n + 1) disjoint sets V1, V2, …., Vn, Vn + 1 is deﬁned, where
Vi, i ∈ N is the set of vertices of ith IoT device and Vn + 1 = {i : Fi = ∅} is the set of terminal nodes.
• At each vertex v ∈ V of SGN G, a unique real-value reward is deﬁned, which will help in calculating ﬁnal payoffs at the terminal nodes.
Deﬁnition 6 Constructing complete stochastic game net generation
Level 0: When any IoT device is triggered ﬁrst, complete SGN G is the same as triggered IoT device
SGN graph with initial vertex vo. Let the sequence of triggering of IoT is for total n IoT devices which
is stored in a triggered list represented as TL = {I0, I1, …, In}. Let L be the set of edges used to join two
SGN of different IoT devices. Lij represents the linking edge between ith IoT device and jth IoT device.
Payoffs will be calculated for this graph using Deﬁnition 4, and actions will be taken from action set
explained in Deﬁnition 1.
Level 1: After the creation of Level 0 of SGN G. Now, IoT device I0 has following three options:
• No further action: If I1 ∉ TL, that is, there is no element in the triggered list, so decision should be
made based on available SGN and wait for other sensor to be active. Game will move to any one
terminal node of triggered device I0.
th
• Add SGN: If I1 ∈ TL then SGN of I th
1 IoT device should be added to complete SGN G. I 1 IoT deth
vice SGN will be added to current state vertex of SGN of I 0 IoT device. Now, game will end at
terminal node of SGN of I th
1 IoT device.
• Break SGN: If I1 has been removed form TL, then SGN of I th
1 IoT device should be removed from
th
the complete SGN G. Now, game will again restart at connecting edge of SGN’s of I th
1 and I 0 IoT
device.
According to previously explained three actions available with Level 0 device, number of vertices V
available in complete SGN G will change as
V=V;
V⊎V ( L01 );
V = VL01;

If No action is taken.
If new SGN has been added and
If SGN has to be removed

Similarly, Level 2 will be created using perfect information from Level 1. Suppose SGN G moves to
level t (0 < t ≤ l) where l is maximum possible levels of SGN G. So a SGN has been created from Level
0 to Level t-1. Let {vo, v1, … …, vt  1} be the set of vertices which form a path from initial vertex vo to
terminal vertex vt  1 of Level t-1. By the construction, for all initial vertexes of connected SGNs, there
will be respective linking edges L = {L01, L12, ….., L(t  2)(t  1)}. Now, L(t  1)(t) will be deﬁned using
three possible actions available to SGN at level t  1. Number of vertices will change as follows:
Vt = Vt  1;
Vt = Vt  1 ⊎ V(L(t  1)(t));
Vt = Vt  1  V(L(t  2)(t  1));

If no action is performed and there is no L(t  1)(t) link so
game will end at terminal nodes of (t  1)th IoT device.
If new SGN has been added at stage t.
If previous SGN is removed at stage t.

Hence, for each vertex v ∈ V in complete SGN G, a unique link set Lv will always be deﬁned. If
current vertex of SGN graph G at any time instant t is vt ∈ V and vt ∉ Vn + 1, then graph has not
reached the terminal nodes so system should continue the transversal of graph based on all inputs.
Whereas, if current vertex vt ∈ V and vt ∈ Vn + 1, then system is in terminal node of SGN G so system
should choose an action from action set available as explained in Deﬁnition 1. System can
continuously add SGN’s, remove SGN’s, and make decisions throughout the lifecycle of any smart
environment based on previously explained theoretical foundation.
Deﬁnition 7 Nash equilibrium of dynamic SGN
Given N IoT device-based dynamic constructed SGN graph G then a mixed strategy Nash equilibrium
vector is
n
o
S ¼ S1* ; S2* ; ………; SN *
Copyright © 2016 John Wiley & Sons, Ltd.
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such that total reward of SGN graph G for any kth player is


Rk S1* ; S2* ; …:; Sðk1Þ* ; Sk* ; Sðkþ1Þ* ; … ::; SN * ≥ Rk S1* ; S2* ; …:; Sðk1Þ* ; Sk ; Sðkþ1Þ* ; …:; SN *

where Sk is any alternative strategy for player k than the nash equilibrium strategy Sk *.
3.5. Corollary 7.1: For any dynamic constructed SGN = {N, A, P, Z, T, π, ℝ, U}, If N < ∞ and two sets
P and T are ﬁnite, then there always exist a Nash equilibrium for setting of a mixed strategy
It is already proved that any game with perfect information will have certain mixed strategies that will
result in at least one Nash equilibrium. In current context, only one thing is to prove that dynamic
constructed SGN G is a game with perfect information itself. Here, each IoT device acts as a player
with ﬁnite number of actions describe in action set, and states in its individual SGN are also ﬁnite.
Rules of game will be translated to transition ﬁring rates with certain probabilities. Dynamic
constructed SGN has knowledge of state of all IoT devices that proves the existence of perfect
information paradigm. Therefore, dynamic constructed SGN for IoT devices in any smart
environment fulﬁll all requirements of extensive form game with perfect information. Hence, there
exists a Nash equilibrium for certain set of mixed strategies.
3.6. Corollary 7.2: Sub-game perfection in dynamic SG stochastic game net
Assume the SGN G constructed is of length l. To ﬁnd the optimal behavior of any IoT system, subgame perfection method is used. Sub-game in any smart environment is individual IoT device and if
each IoT device is in its optimal state then whole system will also be in optimal state. Reward
calculation equation formulated in Deﬁnition 4 states that reward calculated for each player is
formed by its state space and actions sets. Therefore, an optimal solution can be found for each subgame of complete SGN G. So, overall Nash equilibrium can be constructed by obtaining Nash
equilibrium in each IoT device individual SGN. Path created by joining optimal path of each IoT
device SGN will be the optimal path of complete SGN G.
4. SMART HOME
Smart home is taken as a use case to experimentally test the proposed model of effective decisionmaking in any smart environment. A sensor dataset developed in MIT by Tapia et al. [60] is used
for designing the experimental evaluation of the model. Tapia et al. [60] collected dataset of twosingle person homes using more than 70 sensors placed in different location of home. Placement of
sensor is shown in Figure 3 provided by Tapia et al. [60] for collecting the sensor data.
GamePlan [61] software kit is used to design the game theory-based detection of activities
performed by user. SGN and reward function table is prepared for each sensor placed in both the
homes. Each time a sensor is triggered, its SGN is combined with already existed SGN using the
methodology explained in Deﬁnition 6. Nash equilibrium is calculated every time complete SGN
has been updated. Sub-game perfection method provided in GamePlan software is used to calculate
the Nash equilibrium with each sensor being a sub-game itself. In the context of current smart
environment, Deﬁnition 1 can be reformed as follows:Smart home environment with multiple
sensors can be modeled to form a SGN with eight tuples which are
SGN ¼ fN; A; P; Z; T; π; ℝ; U g
where
• N = (1, 2, 3 … … n) is set of sensors placed in the homes which are 77 in ﬁrst home and 84 in the
second home.
• A is single set of 45 activities performed by the users in their homes.
• P = (1, 2, … … 5) is a ﬁnite set of places in the SGN of each sensor placed in the home. In current
context of smart home, number of places in SGN of different sensor ranges from 1 to 5.
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Figure 3. Location for placement of sensors in two homes [60].

• Z is set of terminal places of SGN of each sensor. Each terminal node has an activity associated
with it. S
• T = T1 ⋃ T2 … ….. ⋃ Tk denotes ﬁnite set of transitions available for all sensors, and Tk represents
the set of transitions for the kth sensor.
• π : Tk→ [0, 1] denotes the probability
of choosing any transition from all available transitions and
 
π T k1 þ π T k2 þ …: þ π T kn ¼ 1.
• ℝ : T → (r1, r2, … ….., rN) denotes the reward rate associated with each transition taken by each
sensor.
• U = (u1, u2, … ….., uN) denotes the utility function of each sensor.
Next section provides important results and discussion on usefulness of proposed method in any
smart environment.

5. PRELIMINARY EXPERIMENTAL RESULTS AND DISCUSSION
Different set of activities performed by each user along with the timestamp and complete SGN created
for separate activities are stored for two weeks. Stored complete SGN for each separate activity helped
the proposed model to identify sequence of activities performed by the user. Repeated sequence of
activities from ﬁrst week are extracted and compared with activities of second week. Certain
ﬂuctuations in the activities performed by users were also found and recorded. Proposed model also
generates alerts after detecting an activity performed by the user. All the results generated by
implementing MIT’s sensor data in GamePlan software using dynamic SGN approach are presented
in next section.
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5.1. Results
Different measures such as activities performed, sequence of activities, ﬂuctuations, and alerts are
generated from sensor data provided by Tapia et al. Table I and Figure 4 provided the average
number of activities and different activities detected by proposed model as compared with Tapia et al.
Table II listed top three activities detected by proposed model of both the persons.
Sequence in which activities are performed is very important in any smart environment. Fluctuations
can be easily predicted when system is aware of sequence in which an activity should be performed. In
proposed model, complete SGN has been updated with newly triggered sensor SGN using methods
explain in Deﬁnition 6. Table III shows the total sequence found in sensor dataset for set of three
and ﬁve sequence size. Sequence size in this context is the number of sensor triggered not the activity.
Figure 5 shows the number of sequences identiﬁed for both Persons 1 and 2.
Based on the sequences stored using complete SGN of Week 1, ﬂuctuations are predicted for Week
2. Most common sequence of Week 1 data were identiﬁed and stored with their respective timestamp.
These sequences are compared with sequences of Week 2 within same timestamp. Margin of
timestamp used was 15 min. Figure 6 shows the number of ﬂuctuations identiﬁed by proposed

Figure 4. Number of activities performed each day.
Table I. Set of activities detected by proposed model.
Tapia et al.

Proposed model

Person 1

Person 2

Person 1

Person 2

17.8
22

15.5
24

21.3
31

18.9
38

Average activities
Different activities

Table II. Top three activities performed by both person.
Activity 1

Person 1
Person 2

Activity 2

Activity 3

Name

No.

Name

No.

Name

No.

Toilet
Toilet

81
67

Medication
Preparing lunch

64
33

Dressing
Preparing breakfast

55
30

Table III. Number of sequences identiﬁed in sensor dataset.
Person 1
Sequence size
Average number of sequence per day
Different sequences

Copyright © 2016 John Wiley & Sons, Ltd.

Person 2

3

5

3

5

61.5
72

10.6
14

75.7
64

14.7
13
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Figure 5. Number of sequences identiﬁed in sensor data for size three and ﬁve of (a) Person 1 (b) Person 2.

Figure 6. Number of ﬂuctuations recorded in Week 2 data.

model from Week 2 sensor data. Proposed model also generates alerts based on total reward calculated
from every complete SGN is created. Table IV listed number and different type of alert generated by
proposed model. Table V shows the top three alerts generated by proposed model for both Persons 1
and 2. Figure 7 represents the number of alerts generated each day by the proposed model.

Table IV. Number of alerts generated by proposed model.
Proposed model
Person 1

Person 2

11.4
10

13.1
10

Average number of alert each day
Different alerts

Table V. Top three alerts generated by proposed model.
Alert 1

Person 1
Person 2

Alert 2

Alert 3

Name

No.

Name

No.

Name

No.

Switch off toilet light
Switch off kitchen light

33
36

Check Kitchen
Switch off toilet light

27
22

Take medication
Microwave is ON

12
8
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Figure 7. Number of alerts generated by proposed model each day.

5.2. Discussion of results
Proposed model provides SGN-based evaluation of smart home environment in which activities are
recognized based on multiple ubiquitous sensors. Complete SGN graph is created dynamically, and
Nash equilibrium is calculated using GamePlan Software from sensor data of two different homes.
In this section, proposed model results are compared with Tapia et al. [60] results.
Proposed system identiﬁes more number of activities as compared with Tapia et al. [60] as listed in
Table I. Tapia et al. found activities based on Naïve Bayes classiﬁer, which misses certain sensors from
different location, whereas proposed model is completely dynamic and identiﬁes activities based on all
triggered sensors. For example, in sensor data of Person 1 on 4/1/2013 at 23 : 09 : 34, Tapia et al. [60]
recognize it as toileting, whereas it was living room cabinet which proposed model identiﬁed correctly.
Many similar cases are detected by proposed model. Hence, it results in increase number of activities
identiﬁed and better results as shown in Table II and Figure 4.
Sequences of activities are identiﬁed in proposed model using complete SGN graphs for each day as
shown in Table III. It is very important functionality provided by proposed model as compared with
Tapia et al. [60]. Number of sequences are high when sequence size is three because single activity
can have multiple triplet of sequences. However, when sequence size is set to ﬁve, number of
sequences decreases to large extent, but these sequences are more accurate in representing the ﬂow
of activities as shown in Table III and Figure 5. As shown in Figure 5(a), increase in sequences of
size three results in decrease in number of sequence with size ﬁve because in these days person is
performing small activities containing less number of triggered sensors. As listed in Table III,
Person 2 has less number of distinct sequences because Person 2 stayed more in house than Person
1 hence resulting in less variety of activities. Although for the same reason, numbers of sequences
identiﬁed every day are high for Person 2 than Person 1.
Based on stored sequences of size ﬁve, activities of Week 2 are compared with activities of Week 1
to ﬁnd certain set of ﬂuctuations. Proposed model detected small set of ﬂuctuations, as shown in
Figure 6, which are very important for any smart environment.
Proposed model stored 10 alerts with some of sensor SGN’s. Average number of alerts generated by
Person 2 is higher than Person 1 because Person 2 stays more in the home. Table V shows top three
alerts generated by proposed model which are consistent with activities performed by both the persons.
Results generated from experimental evaluation of proposed game theory-based decision-making in
smart home environment of two separate homes prove its applicability and accuracy. Game theory
combined with dynamic SGN was able to identify activities with more accuracy and better performance.

6. CONCLUSION
Each smart environments will have multiple sensors which will collaborate with each other to perform
certain action. In this paper, SGN-based smart environment evaluation model is proposed. It uses
Copyright © 2016 John Wiley & Sons, Ltd.
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beneﬁts of SPN and game theory to take dynamic actions in any smart environments. Key point of
paper is formulation of mathematical foundation of SGNs for IoT-based smart environments.
Simulation evaluation proved the applicability of proposed system. Future work will include the use
of cost, energy consumption, and security in SGNs for IoT-based smart environments.
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